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0 Frontier technologies, including new digital technologies, blockchain, and artificial 

intelligence (AI), are beginning to radically reshape public health. They offer the 

potential to significantly change how health services are delivered in low-resource 

settings, and to accelerate progress towards the Sustainable Development Goals 

(SDGs). 

This paper draws on a rapid review of peer-reviewed research and WHO guidance, 

and aims to introduce these new technologies and the opportunities they offer 

to programs funded by the Global Fund to Fight AIDS, TB and Malaria (“the Global 

Fund”). At the same time, these new technologies bring an array of new risks as 

well. For that reason, this paper should be read alongside the companion paper, 

Digital Technologies and Artificial Intelligence in Health: Human Rights Principles 

(July 2020), which addresses governance challenges. 

As the field is a large one, there are many publications to inform an overview, 

including gray literature that was not reviewed. The studies cited here were found 

through searches on PubMed using “eHealth”, “mHealth” “e-learning”, “mobile 

health wallets”, “digital health wallets”, “3D printing”, “digital health financing”, 

“cryptocurrencies”, and “blockchain” separately and in combination with the 

terms “HIV”, “tuberculosis” and “malaria” during 2017-20. This report empha-

sizes systematic reviews (structured reviews of scientific research), and where 

these were not available, single studies that used randomized control trials (RCTs), 

a study design that randomly assigns participants into an experimental group or 

a control group to reduce risk of bias. As a rapid review, this white paper is limited 

in scope and a more comprehensive search done over a longer period would 

probably turn up additional studies. 

It begins by introducing key concepts that may be unfamiliar to some, and then 

looks at the role of new digital technologies, blockchain and AI in a variety of im-

plementations, following the classification system developed by the World Health 

Organization (WHO). Each section also looks at evidence of impact on health out-

comes, where this was located. 
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I. KEY CONCEPTS: DATA, BIG DATA AND MA-
CHINE LEARNING
Before delving into the applications of digital technologies in health, it may be 

helpful to briefly introduce some key concepts. Other important terms are intro-

duced in text boxes throughout the paper. 

First, all digital technologies are informed and shaped by data, sets of facts or 

statistics used for computer operations. Quantitative data is of course the most 

critical for the purposes of this discussion: it is numerical information (such as HIV 

prevalence in a country); while qualitative data is descriptive or narrative (such as a 

report or a legal brief). 

Health data can include electronic health records, national healthcare databases, 

or data produced by mobile phone applications or wearable devices such as fitness 

watches. Data for health can include data that indirectly affects health, such as 

temperature, educational level, age, and other data that informs public health 

policy decisions.  

While all digital technologies use and produce data, some that are AI-enabled rely 

on big data. It may be helpful to clarify that not all data is big data. Much of the 

data the Global Fund and its partners work with in designing, monitoring and eval-

uating interventions for HIV, TB and malaria would not be considered big data. For 

instance, TB incidence, key population size estimates, national health budget data 

are all forms of quantitative data that can be managed and analyzed on traditional 

software on a laptop (for instance, at a basic level, an Excel spreadsheet); so these 

are not considered to be big data.
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Big data is a data set too large to be captured, managed and processed by tradi-

tional software, and too large to store on a single computer server. Censuses and 

national health surveys, for example, produce big datasets; some other big data-

sets are produced by humans in our routine interactions with websites, such as 

social media, online shopping, e-mail, texting and more. 

To analyze big data generally requires using algorithms which have the capacity 

to identify patterns and relations. An algorithm is a series of instructions given to 

a computer to perform a task. An algorithm can also be used to create a mathe-

matical model; in global health, such models are used to calculate epidemiological 

situations, to forecast future transmissions, or to calculate costs and impacts of 

interventions.  

Some computer applications analyze big data by both performing assigned tasks, 

and then improving on performance of those tasks through experience, based on 

which of their answers are labeled as valid. This autonomous improvement loop is 

machine learning –“pattern recognition that learns and improves from experience 

without being programmed”-- and it is a core part of artificial intelligence (USAID 

2019, 7). Machine learning applications can be used to conduct predictive analyt-

ics, because the algorithms analyze data from the past in order to predict future 

patterns. 

In addition to machine learning, some important aspects of artificial intelligence 

that are used in health applications include natural language processing (computer 

analysis of large amounts of data that are written or spoken in everyday language: 

for instance, questions people might ask to Siri on an iPhone), computer vision 

(automated inspection and analysis of images), and image and speech generation, 

in which applications automatically create images using AI, or automatically pro-

duce human-like speech using AI (Siri’s answers to questions, for example). Deep 

learning is a class of machine learning in which algorithms use layers of perception 

produced by large artificial neural networks, which simulate the way neurons work 

in the human brain. 

 

All these areas of artificial intelligence – natural language processing, computer 

vision, image generation, and speech generation --  in turn generate data that can 

help machine learning to learn and improve. For this reason, designers of AI sys-

tems need big data. In data mining, semi-automatic or automatic exploratory data 

Biometrics are one form of data drawn from physical characteristics used 

to authenticate an identity, usually to enable access or to control move-

ments (for example, at national borders). Biometric identifiers can include 

fingerprints, iris scans, voice, gait, facial patterns, veins, and more.
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analysis can identify hidden patterns in large data sets. This can be valuable as a 

way to improve machine learning and predictive analysis: like a child given more 

and more books to read, the more data the system analyzes, the more it is able to 

learn and improve. 

Thus, as with any other form of decision-making that relies on data, in order for 

machine learning to be effective, it is crucial that the big data these systems use is 

of good quality. Despite optimistic predictions of the value that big data analytics 

could hold for health care, health has lagged behind other industries in the ap-

plication of big data, in part because health data is often weak (Car et al 2019). A 

mix of factors, including provider rotations, disruptions to care processes, lack of 

user acceptance of new digital technologies, and other factors may result in poor 

quality data to inform systems (Landis-Lewis et. al. 2015).

As a result, companies developing machine learning applications are continual-

ly looking for big datasets that they can use to train and improve algorithms. For 

example, some leading tech companies were recently sued after they obtained 

biometric data from photo-sharing sites such as Flickr, in order to help them to 

train algorithms to reduce racial biases in facial recognition (Lancaster 2020). The 

supply of big data in the Global North is not enough to meet the growing demand, 

and privacy regulations in the Global North are becoming stricter. Health systems 

in low-resource settings offer potentially vast, as-yet-untapped reserves of big 

data. 

These pressures on the private sector to improve and launch new tools are grow-

ing more intense in the COVID-19 pandemic. This means that the private sector 

has a strong interest in partnering with governments and other health agencies in 

low-resource settings to roll out new AI-enabled digital health tools, improve them 

through implementation, and in the process improve the tools by gaining access to 

big data which they cannot access in other ways. They may therefore benefit sig-

nificantly from philanthropic partnerships in which there is no immediate financial 

profit, if they can access big data through that partnership. This creates obvious 

opportunities for the Global Fund, as well as obvious risks, discussed in the other 

paper. 

The next section explores some of the opportunities and uses of digital technol-

ogies and AI in health systems, before turning to consider opportunities in health 

financing and community-led monitoring. 
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II. DIGITAL HEALTH INTERVENTIONS
Digital technologies have been integrated into many forms of health care, reshap-

ing how health systems are run and accessed. Health systems use digital tech-

nologies at many levels to gather, analyze and use information in order to make 

decisions and offer treatment and care. These uses include “searching medical 

knowledge resources, facilitating clinical support, monitoring quality of care, and 

mapping and monitoring the spread of infectious diseases, as well as tracking sup-

plies of drugs and vaccines” (WHO 2018, 2). Artificial intelligence is also integrated 

into a growing range of health applications, including “patient education, geoc-

oding health data, social media analytics, epidemic and syndromic surveillance, 

predictive modeling and decision support, mobile health, and medical imaging (e.g. 

radiology and retinal image analyses)” (Shaban-Negad et. al. 2018). This includes 

many applications that were previously analog, but are now digital or AI-enabled. 

The World Health Organization (WHO) has created a classification system for digital 

technologies for health, grouping them as “interventions for clients”, “interven-

tions for healthcare providers”, “interventions for health system or resource man-

agers”, and “interventions for data services” (WHO 2020, see Figure 1). This paper 

follows WHO’s classification system to briefly introduce some specific uses, and 

summarizes research that shows evidence of impact, where this could be found. 

Figure 1: WHO Classification of Digital Health interventions

Source: WHO, Classification of Digital Health Interventions v 1.0, p.1

Figure 1: WHO Classification of Digital Health interventions

Source: WHO, Classification of Digital Health Interventions v 1.0, p.1
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A. INTERVENTIONS FOR INDIVIDUALS USING MOBILE APPS

Mobile apps and other digital technologies now enable health providers and indi-

viduals to communicate in new ways (see Figure 2). Mobile apps used to communi-

cate, share information, and track personal health are known as mHealth. Mobile 

apps can also be used for community systems strengthening: for peer group sup-

port, community-led monitoring and advocacy. 

Figure 2: Interventions for clients

Source: WHO, Classification of Digital Health Interventions v 1.0, p.6

1. MHEALTH 

mHealth applications use mobile and wireless devices to provide individuals with 

health information, enable individuals to share health information with health 

providers, can track personal health, promote behavior change, and link individuals 

to services. As mobile phones are widely used in low-resource settings, they offer 

promise as a way to provide patient care and information in remote communities 

or communities that lack other health facilities or infrastructure. 
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Some examples of mHealth interventions include:

•	 a mobile phone app that screens for symptoms and refers individuals at risk to 

a clinic for screening

•	 a Bluetooth-enabled phone that patients can use to access a location-based 

electronic pharmacy network and identify which pharmacy in the patient’s 

geographic area stocks the prescription they need

•	 an SMS service for people living with HIV, through which health care providers 

send weekly messages to check in on patients and follow up with those who 

need assistance

•	 mobile apps used to change behavior, for instance to track diet, weight or 

exercise

•	 mobile apps can also be used for diagnosis, health monitoring and compliance 

with treatment; there are now apps that do this for people affected by diabe-

tes, obesity, HIV, TB, mental health, and more (Abaza and Marschollek 2017).

2. MOBILE APPS FOR COMMUNITY SYSTEMS STRENGTHENING

Mobile apps can also complement community systems strengthening interventions. 

Mobile apps can be used for peer group support for treatment adherence, for 

example (labeled as “1.3.1 peer groups for clients” in the WHO classification chart, 

figure 2). Mobile apps can also be used for community-led monitoring and ad-

vocacy (“1.5, Citizen based reporting” in the WHO chart, figure 2). They could be 

used to monitor and report stock-outs, or to pool finances among cash-strapped 

Precision medicine

There is a growing excitement about the potential of “precision medicine”, 

sometimes called P4  medicine (predictive, preventive, personalized and 

participatory), in which genome sequencing and data analysis are used to 

tailor diagnosis and treatment to individual patients (genome sequencing is 

the process of determining the complete DNA sequence of an organism’s 

genome; the human genome is made up of over 3 billion DNA nucelotides). 

Researchers have noted privacy and security risks, and called for further 

research (Carrasco-Ramiro, Peiró-Pastor, Aguado 2017).
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community-based groups. In addition, new digital technologies enable commu-

nity-based epidemiological surveillance: the detection of public health events by 

community members can enable early reporting of public health risks and out-

breaks (WHO 2014). 

One example of a mobile phone app used for health rights advocacy has been 

piloted by Nazdeek, an NGO in Delhi. Their SMS-based tools are used by women 

(especially Dalit and Muslim women) to monitor health sector discrimination, poor 

availability of health services, cumbersome bureaucratic processes, and other 

barriers to access (Nazdeek 2018). Nazdeek trained community paralegals to use 

the system to gather data, code it, report rights violations, verify reports, and 

aggregate reports on an open-source platform for use in meetings with authorities 

(Nazdeek 2018: 8-9). 

Human rights organizations have also developed mobile apps for human rights 

documentation, litigation and advocacy. For example, HURIDOCS’ tool Uwazi is a 

“free, open-source solution for organizing and analyzing information” developed 

for human rights investigation and advocacy, which could potentially be adapt-

ed to document rights violations linked to health (HURIDOCS 2020). UPRInfo, the 

NGO that supports civil society engagement with the Universal Periodic Review at 

the UN Human Rights Council, has created an AI-enabled online database of UPR 

recommendations and voluntary pledges by states. The site uses machine learning 

algorithms to automatically fetch new UPR documents online and update the da-

tabase. The tool can be used by advocates within countries to play watchdog and 

advocate for governments to uphold their international commitments, including in 

regard to the right to health, and rights of women and marginalized groups (Finch 

2020). 

3. EVIDENCE OF IMPACT OF MHEALTH (MOBILE APPS)

The evidence for impact on health by mHealth interventions is growing, though 

challenges remain, and there is a need for further research. Two 2018 systematic 

reviews of recent research found that mHealth interventions for HIV do improve 

cascade outcomes, especially medication adherence and virus suppression, but 

that there are no studies yet to show sustainability of this approach, or to assess 

longer-term outcomes and impact of these apps (Kemp and Velloza 2018, Henry et. 

al. 2018). Another systematic review of mobile phone messages to promote compli-

ance with anti-TB treatment found a modest effect, but found also that the quality 

of evidence was low and that further research is needed (Gashu et. al. 2020). Irib-

arran and colleagues (2017) conclude in their systematic review that the evidence 

that mHealth interventions are cost-effective or cost-saving is weak. 

While acknowledging weak evidence of impact, WHO does recommend use of 

some mHealth applications in settings that meet specific conditions: where health 

systems can support implementing them in an integrated manner, for tasks already 
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defined within the scope of practice for health workers, and where concerns 

about privacy and communications can be addressed (WHO 2020, xxi). WHO and 

the International Telecommunications Union (ITU) have set up a Be He@lthy, Be 

Mobile (BHBM) initiative to work with governments to scale up mHealth services.

At the same time, WHO notes some challenges and concerns in relation to inte-

gration of apps in health systems, sustainability, and privacy risks. The companion 

paper to this paper which focuses on human rights discusses these, including ineq-

uitable access to mobile technologies, threats to privacy and autonomy, and other 

risks for women and marginalized groups. 

In addition, mobile health apps designed in one country should be adapted be-

fore being applied in another country. Apps for mHealth should be tailored to 

local languages, local culture, and social understandings of health, which can vary 

significantly among countries, and even within diverse groups in the same country. 

One scientific study of SMS text reminders used to promote treatment adherence 

for children with malaria in Kenya found that such applications must be developed, 

tested and refined before implementation to ensure they are written for their tar-

get population (Githinji et. al. 2017).

While there are scientific studies of the effectiveness of community-led monitoring 

of health for accountability, these studies largely rely on traditional paper score-

cards, report cards and surveys, and shared during in-person meetings with health 

officials (Green 2011). A search for “community” “monitoring” and “review” during 

2017-20 in the PubMed database turned up no systematic reviews or RCTs of com-

munity-led monitoring using digital technologies. Again, as this was a rapid review, 

these studies may still be found with more time and a more comprehensive search. 

It could also be fruitful to look at studies in field of citizen science, environmental 

studies and climate change, which have a longer history of using digital technolo-

gies and mobile apps to support public monitoring. 

B. DIGITAL FINANCING FOR HEALTH

Health systems in low- and low-middle-income countries have faced significant 

financial challenges due to liberalism, privatization and the growth of the private 

health sector. This is in part due to the harmful impact of Structural Adjustment 

Programs that were imposed on some countries as a condition of aid, and which 

imposed fiscal limits on health policies (Thomson, Kentikelenis and Stubbs 2017). 

In a health care landscape in which households may seek care from both public 

and private clinics, given low levels of public financing and uneven health insurance 

coverage, households must increasingly cover a share of the costs of care them-

selves. The result is that health care is inaccessible to many households.

Health financing has three functions: “collecting funds, pooling funds, and pur-
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chasing health services” (Meessen 2018, S30). Digital technologies are increasingly 

being deployed to complement and supplement traditional appproaches to financ-

ing health, and offer one way to progress towards Universal Health Coverage. This 

section explores two ways digital technologies are being used to mobilize financial 

resources for health in low-resource settings: through mobile platforms, and using 

blockchain (these are the interventions WHO groups under “1.7 Client financial 

transactions”, figure 2). 

1. MOBILE HEALTH FINANCING

Through pooling of funds, it is possible to create a large and sustainable pool that 

enables the “redistribution of financial risk between the healthy and sick and the 

rich and the poor” (Meessen 2018: S30). Mobile platforms for financing health 

are one potential solution: they enable the collection and storing of funds from a 

diverse group of people who live and work in contexts where the formal banking 

system is weak or absent; as well as enabling direct financial transactions, such as 

payments. In Kenya, for example, M-TIBA is a mobile money medical savings ac-

count which encourages households to put money aside for future health expens-

es, or to collect contributions from family members (Meessen 2018: S31). As of 

2017, nearly 900,000 users were reported registered in M-TIBA (ibid.). 

In other countries, platforms like these do more than pool funds. They can also link 

with insurance packages, including community-based health insurance and micro-

insurance programs. For example, in Tanzania, Jamii is a startup digital platform 

linked to Vodaphone which links users to various health coverage options (Jamii 

2016-17). Open IMIS is an open source system used for health financing interven-

tions, developed under a program funded by the Swiss government through the 

Swiss Tropical and Public Health Institute; in Tanzania, for example, it supports 

a cashless health financing programme with claims submitted through Android 

phones or a website (openIMIS 2020). 

Blockchain and cryptocurrencies

Another technology on the rise in banking and finance, now increasingly 

used in development finance, is blockchain. Blockchain is a chain of digital 

pieces of information (“blocks”), for instance, the date, time and dollar 

amount of a transaction, or a group of transactions. 
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2. BLOCKCHAIN TECHNOLOGY AND CRYPTOCURRENCIES

Blockchain technology and cryptocurrencies are also being used by some agencies 

for health financing and for direct financial transfers as part of development and 

humanitarian aid interventions in low-resource settings. By removing intermediar-

ies (such as Principal Recipients or Sub-Recipients in the case of the Global Fund), 

cryptocurrencies could provide individuals with direct and verifiable access to 

funds without fees, processing delays, or other transaction costs (Till et. al. 2017).  

The World Food Program has piloted blockchain financial transfers to 10,000 Syrian 

refugees, reducing transfer fees to almost zero; the World Bank is exploring use of 

blockchain as part of mobile phone-based bond issuance programs in Kenya aimed 

at promoting household savings, called M-Akiba (ibid.). There are some limited im-

plementations of blockchain for insurance claim processing (Agbo, Mahmoud and 

Eklund 2019).

Active government stewardship will be essential to avoid fraud, control the prolif-

eration of competing and siloed financing platforms, as well as to promote in-

teroperability, integration, open source solutions, and above all, access to health 

coverage for those most marginalized (Meessen 2018: S38). 

3. EVIDENCE FOR IMPACT OF DIGITAL HEALTH FINANCING

These new forms of health financing have generated excitement and offer op-

Each block stores information about who is engaged in that transaction, 

using a unique digital signature to identify the individual. Each block is given 

a unique code (a “hash”) that distinguishes it from other blocks. A network 

of computers verifies the information in the block and gives it a hash once 

it is verified, adding it to the blockchain. 

Once the new block is verified, the transaction information is publicly 

available. Because each computer in the network has a record of this in-

formation, and because the new block is linked to other blocks before and 

after it in the chain, it becomes very difficult for a hacker or anyone else to 

manipulate or change the information in the block. This shared, decentral-

ized record is known as a “distributed ledger”. 

Bitcoin and other cryptocurrencies utilize blockchain to track and record 

transactions, so that instead of being controlled and regulated by one cen-

tral bank, the currency and transactions are verified by the decentralized 

network of computers.
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portunities to improve access to health services in low-resource settings. No 

systematic reviews of studies demonstrating positive health impacts were located 

in this rapid review. A more comprehensive search could turn up more evidence. 

Given the digital divide, there is a risk that mobile health financing platforms may 

continue to exclude the poorest and most vulnerable; in particular, women, youth 

and marginalized groups who may have to share mobile phones face challenges 

in terms of both access, financial control and privacy. Recent hacker attacks on 

cryptocurrencies have utilized mobile phone numbers to access private accounts 

(Popper 2017). Critics also point to the risk of fragmentation and inefficiency in 

health financing as siloed mobile health financing platforms grow. 

Two individual randomized control trials were located that show promise: In Mada-

gascar, a mobile health wallet enabled women to pay directly for routine antenatal 

or postnatal care, and was perceived as beneficial and practicable by the majority 

of participants (Muller et. al. 2019). In Kenya, a study of Connected Diagnostics 

described its approach to combining point-of-care diagnosis of images with a 

rapid diagnostic test reader, which was also connected to mobile payment mech-

anisms, enabling treatment of febrile illness among nomadic populations (Smith et. 

al. 2019). 

C. INTERVENTIONS FOR HEALTH SYSTEMS STRENGTHENING

In addition to supporting population health and linking individuals to health infor-

mation and services, some digital technologies are being used to strengthen health 

systems. This can include a range of interventions grouped under eHealth, as well 

as eLearning tools to build capacity of the health workforce. Unmanned aerial 

vehicles (drones) and 3D printing are also examples of innovative technologies that 

are being piloted in diverse settings. This section discusses interventions that are 

largely grouped by WHO’s classification system under interventions for health care 

providers and health system managers (see figure 3).

1. EHEALTH

eHealth is the term that describes digital technologies and AI systems used to 

gather, manage and analyze health data. They can include Health Management 

Information Systems (HMIS) and Logistics Management and Information Systems 

(LMIS); and other systems used to store and manage eletronic health records, 

patient registries and digitized medical records. eHealth can thus facilitate track-

ing and management of drugs, vaccines and other health goods through procure-

ment, supply and distribution chains. mHealth and telehealth are sometimes also 

grouped under eHealth. 

Examples of eHealth used for health systems strengthening include:



Framing






 P

aper


 - 
10

-1
1-2

0 

14

•	 Health management information systems (HMIS) such as DHIS2, an open source, 

web-based system used for data warehousing, data visualization, and real-time 

health data analysis. 

•	 Other forms of Electronic Medical Record (EMR) software can also be used 

to track patient care and share information among health providers to en-

able care coordination, communication and documentation. Blockchain is 

sometimes used for this purpose as well due to its decentralization, reliability, 

security and privacy; for example, in Estonia, blockchain is used to secure over 

1 million health records (Kuo, Kim and Ohno-Machado 2017). 

•	 Online portals that enable patients to book appointments and use tools to 

manage their chronic conditions

•	 Smartphone platforms that health care personnel use to report stock levels, 

receipts and orders. This allows supervisors to monitor health care personnel 

and drug stock-outs remotely

•	 Monitoring and quantification of antibiotic prescriptions, in order to enable 

oversight of prescribing patterns in private not-for-profit clinics (Mekuria et. al. 

2019).

Figure 3: Interventions for Health Systems Strengthening

Source: WHO, Classification of Digital Health Interventions v 1.0, p.7-8
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2. TELEHEALTH 

Telehealth, including teleradiology, telepathology, remote patient monitoring, and 

teledermatology, enable long-distance patient and health provider contact, and 

sometimes use AI to diagnose illnesses by identifying patterns in patient imaging. 

Many traditional diagnostic tools are now AI-enabled or have incorporated tele-

health. 

Telehealth applications can include diagnosis, monitoring, treatment (including 

robotic surgery), consultation and education for health care workers. Telemicro-

biology enables the remote analysis of digital images; it appears likely to expand 

access and efficiency of clinical microbiology laboratories (Rhoads et. al. 2016). 

Some examples of telehealth include :

•	 Electronic sensors that enable health experts to remotely monitor patients at 

risk of falls, heart attacks or strokes

•	 a smartphone-powered cloud-enabled portable electrocardiograph, which 

enables remote diagnostics for patients at risk of heart attacks. It allows pa-

tients in remote, low-resource settings to connect with cardiologists in urban 

settings. 

•	 Computer Aided Detection (CAD) software that can immediately analyze digital 

x-rays for abnormalities to diagnose TB. 

•	 A portable smartreader that allows healthcare workers to transmit HIV and 

other rapid diagnostic tests with GPS location and other data to the cloud, 

using cellular networks. 

•	 A radiologist at a public hospital uses an AI-enabled radiology tool to rapidly 

diagnose tissue samples from women reporting lumps in their breast, along 

with degree of certainty of the diagnosis (USAID 2020, 15). 

Telehealth applications can also be developed for mobile phones: for example, a 

mobile phone-enabled pulse oximeter that links a smart phone to a filter, enabling 

clinicians to remotely track oxygen saturation for people (including newborn in-

fants) with pneumonia. 

3. ELEARNING

Health systems strenthening requires building the capacity of the health work-

force. eLearning is increasingly used to train and educate medical students and 

health professionals: it can include webinars, online courses, learning through 

mobile apps, and more. Before COVID-19, eLearning was increasingly favored for 

training of health care personnel because it is less expensive than in-person train-

ing. However, during the COVID-19 pandemic, eLearning is increasingly common in 

place of face-to-face courses. 
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4. OTHER INNOVATIVE TECHNOLOGIES

Other innovative technologies for HSS - Some innovative new technologies enable 

health systems to “reach the last mile” by delivering services and goods to hard-

to-reach or poorly-supplied health facilities. Unmanned aerial vehicles (UAVs), or 

drones, can reach otherwise inaccessible patients, especially in conflict settings. 

This can include search and rescue missions, telemedicine assignments, medical 

supply routes, epidemiological surveillance, and disaster management (Braun et. 

al. 2019). Drones are being used for diagnosis and treatment in remote areas, but 

further research is needed into their safety, public acceptance and participa-

tion (Rosser et. al. 2018). For health providers that lack access to supply chains, 

three-dimensional (3D) printing is gaining application in pharmaceutical manu-

facturing and in surgery, in order to manufacture drug delivery systems, surgical 

guides, anatomical models and custom implants. 3D printing is one promising tech-

nology to provide customized drug formulations, though here again, more study is 

needed to assess quality and sustainability (Kotta, Nair and Alsabeelah 2018)

5. EVIDENCE OF IMPACT FOR HEALTH SYSTEMS STRENGTHENING 

WHO has conducted systematic reviews of the evidence for digital interventions 

for health system strengthening, and has observed that while eHealth “has the 

potential to address problems such as distance and access”, it also faces “many of 

the underlying challenges faced by health system intervention in general, includ-

ing poor management, insufficient training, infrastructural limitations, and poor 

equipment and supplies” (WHO 2019, xiii). They urge implementers to assess given 

contexts, warning that “there is a risk of a proliferation of unconnected systems 

and a severe impact on the effectiveness and sustainability of the health interven-

tion” (WHO 2019, xiv). 

A number of systematic reviews of studies of eHealth were located for this rapid 

review. Two 2018 systematic reviews of recent research found that there is little 

literature to show how likely eHealth interventions are to be adopted by health 

facilities and staff, and no studies to show sustainability or longer-term outcomes 

(Kemp and Velloza 2018, Henry et. al. 2018). A comparative review in sub-Saharan 

African countries found that both eHealth and mHealth technologies were “useful 

for adherence, diagnosis, disease control mechanisms, information provision, and 

decision-making referrals” (Bervell and Al-Samarraie 2019). However, they also 

found that challenges in rural regions include lack of ICT (information and com-

munications technology) infrastructure, trained personnel, literacy, and lack of 

multilingual text and voice messages (Ibid.). A 2017 study of e-TB Manager, a web-

based eHealth system used in 10 resource-constrained countries that account for 

one-third of the world’s TB burden evaluated user experience of the system. This 

multicountry study found that while users gave the application high ratings, there 

is a need for additional training to build institutional capacity to provide support 
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(Konduri et. al. 2017). 

A systematic review of studies of eLearning programs found little or no improve-

ment in patient outcomes or health professionals’ behaviors, skills and knowledge 

when compared with traditional in-person courses (Vaona et. al. 2018). One study 

finds that adaptive e-Learning environments is effective; an adaptive approach 

tailors the online learning experience to individual students’ personal and unique 

needs and learning styles (Fontaine et. al. 2019). A systematic review of surgical pa-

pers finds that while there are several advantages to 3D printing, further research 

is needed, including cost-effectiveness analysis (Tack et. al. 2016).

D. INTERVENTIONS FOR POPULATION HEALTH

Digital technologies and artificial intelligence can be powerful tools for surveillance 

and targeting of health interventions at the national and global levels, especially in 

response to outbreaks. Epidemiological surveillance for early detection of disease 

outbreaks can significantly speed the ability of health experts to detect suspect-

ed outbreaks of infectious diseases, including biological attacks, by scanning for 

symptoms and patterns of disease in a population (these are grouped under “4.0 

Data services” in the WHO classification system, see figure 4). 

Figure 4: Data Services

Source: WHO 2020, p. 9

Increasingly, epidemiological surveillance of populations can be conducted in real 

time. Real-time epidemiological surveillance utilizes big data that is routinely gath-

ered for other purposes by local and national health care facilities and businesses, 
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such as data on symptoms reported in emergency rooms, absenteeism, sales of 

over-the-counter health care products, contact tracing apps on mobile phones, or 

data on population movements to generate alerts and enable rapid responses (Tsui 

et. al. 2003). 

Almost any of the applications described above, including mobile health apps, 

could potentially be enabled to direct anonymized data to a central Ministry of 

Health, which could use this data to conduct national-level or localized epidemio-

logical surveillance, intervention selection, and intervention targeting (USAID 2020, 

11). 

Examples of digital technologies and AI used for epidemiological surveillance in-

clude:

•	 In August, Google Cloud and the Harvard Global Health Institute released 

COVID-19 Public Forecasts which aim to predict expected cases, infections, 

hospitalizations and deaths in US counties for the next 14 days (Sava 2020)

•	 Given the risk of outbreaks in crowds during the Hajj in Saudi Arabia, one pro-

posal considered by authorities was to establish sensor networks to monitor 

the biometrics (such as heart rate, blood pressure), identifying pilgrims who 

fell ill in the large crowds, and coordinating ambulatory services to reach them 

(Boudhir 2013). 

•	 National surveillance is being used by the US CDC to detect potentially failed 

suicide attempts based on data gathered and reported in emergency rooms, 

enabling a program to rapidly intervene to prevent suicides (Griffin and Harder 

2016).

One controversial approach, nonetheless increasingly adopted, is molecular 

surveillance, which analyzes molecular data to understand patterns and clusters 

of virus transmission among individuals and to pinpoint new outbreaks in an epi-

demic. A related approach, whole genome sequencing (WGS), is increasingly used 

to investigate infectious disease and transmission patterns, to trace the source of 

transmissions, and to assess microbial virulence and antimicrobial drug resistance. 

The European Centre for Disease Prevention and Control has a strategy to scale up 

WGS across Europe (ECDC 2019).
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III. CONCLUSIONS AND QUESTIONS FOR 
DISCUSSION
Many of the applications of digital technologies and AI for health discussed above 

are still at an early stage of use. While there is genuine excitement about the 

potential they offer, scholars are cautiously optimistic that continued research 

will demonstrate their applicability, but it is clear that there are real challenges 

in practice and more research is needed. At the same time, a growing number of 

actors (private sector, private foundations, government, bilateral donors, academic 

and others) are engaged in piloting and promoting digital technologies and AI for 

health in countries that implement Global Fund financing. This raises important 

questions for civil society representatives on the Board of the Global Fund to de-

liberate. 

On the one hand, the results of this rapid review suggest that while there are many 

promising new uses of digital technologies and AI for health, it would be prudent 

to have more in-depth independent studies of implementation in practice, in order 

to guide decisions about whether to finance them through the Global Fund. Car 

and colleagues (2019) argue for this cautious approach, noting that there has been 

a great deal of “hype” about AI in health, but that there is a critical need to fund 

implementation science as the bulk of funding currently “disproportionately favors 

discovery”. They note,

Overall, we remain positive that big data studies and associated new 
technologies will continue to guide novel, exciting research that will 
ultimately improve healthcare and medicine—but we are also realistic 
that concerns remain about privacy, equity, security, and benefit to 
all (Car et. al. 2019, 17). 

Similarly, many of the systematic reviews consulted for this framing paper, while 

optimistic about these opportunities, also caution that the emphasis is still on 

the discovery phase for many of these new tools and approaches. Thus, it could 

be argued that the Global Fund should be cautious not to expose communities to 

undue risk, to support experimentation that may cause harm as well as good, or to 

potentially reduce funding for other interventions for which the evidence base is 

stronger. 

On the other hand, the studies reviewed for this paper do agree that new digital 

technologies and artificial intelligence for health offer significant promise for every 

aspect of the HIV, TB and malaria response: from epidemiological surveillance, to 

secure management of patient records, to diagnosis, treatment and care, to fi-
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nancing the response and community systems strengthening. Given the speed with 

which many countries are embracing digital technologies in health, it could also be 

argued that the Global Fund has a responsibility to engage proactively to promote 

the values it upholds, and should encourage and promote positive innovation, 

working with partners to lead and initiate further exploration and research with the 

goal of initiating positive change. 

While WHO has acknowledged in its review of health systems strengthening that 

the quality of evidence is weak, it nonetheless has recommended implementing 

some specific interventions where conditions enable this to be done safely (WHO 

2020). For the Global Fund, assessing the context for implementation of new 

technologies could include consideration of the factors identified by WHO, includ-

ing the ability of the health system to integrate the intervention and ensure it is 

sustainable, privacy protections, IT support, and adaptation to local language and 

context. WHO does not address other human rights risks, but given its mandate, 

the Fund may add to this list doing due diligence into the legal and human rights 

concerns identified in the companion paper. WHO also encourages countries to 

ensure their resources are spent well by developing national eHealth strategies 

with action plans and monitoring frameworks (WHO 2012). As of 2016, more than 

half of WHO member states had a national eHealth strategy (WHO 2016, 6). WHO 

maintains an online directory of national eHealth policies. 

WHO has guidance on ways to assess the environment before scaling up digital 

interventions (WHO 2015). Ross et. al. (2016) identify a set of factors to assess in 

identifying how well e-health applications will work in a given setting, including 

innovation characteristics of the application, factors in the external setting, factors 

within the implementing organization, knowledge and beliefs among users , and 

planning for implementation. Similarly, Ferretti (2020) recommends criteria to 

consider before implementing digital contact tracing, such as an inclusive oversight 

body. 

Drawing on these resources, the Global Fund may wish to develop a checklist for 

approval of financing new digital technologies and AI for health, in collaboration 

with WHO and technical partners, as well as with affected communities and civil 

society. Such an approach could enable the Fund to develop an approach to in-

vesting in new digital technologies that supports innovation while protecting those 

most vulnerable. 

Sara L.M. Davis, Geneva, 26 August 2020
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